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ABSTRACT- First few Botnet attack is a major issue in
security of Internet of Things (IoT) devices and it needs to
be identified to secure the system from the attackers. In this
paper, a cloud-based machine intelligent framework is
proposed to identify DDoS (distributed denial of service)
Botnet attack in 10T systems. In this framework, the loT
devices communicating with the cloud are categorized
based on their communication record to check the DDoS
Botnet attack. In this work, three DDoS botnet attacks are
considered such as HTTP, UDP, and TCP. The cloud is
installed with a supervised machine intelligent model to
classify the type of DDoS attack. The model is selected by
considering 4 models such as Tree, stacking classifier,
Neural Network (NN), and Support Vector Machine (SVM)
and performance is evaluated based on classification
accuracy (CA). Here, the stacking classifier is a hybrid
model designed using the aggregation of Logistic
Regression (LR), NN, and SVM. The performance is
evaluated using Python tool. From the results it was found
that except Tree all three models show an CA of 1.0. The
computation time is also analyzed for four models and it
was found that Tree shows less time than other models
however, if considered with respect to CA (1.0) then SVM
can be preferred as it shows lesser time then other two
models. The detection time of the loT devices is also
simulated and result show that if SVM is installed in cloud
then the detection time is lesser.
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I. INTRODUCTION

Security is now a major concern in 10T Systems. 10T is a
network where any device with sensors and Internet are
connected to each other using wireless or wired
communication to perform a task [1,2]. For any task
processing, the data communication is needed between any
two devices. If a device is communicating with other
device, then the data should be secured or the device with
which communication is going on should be a genuine user
means it should not be an attacker. As 10T has many real
time applications for the users, the data transmitted should
be correct and accurate. So, security is a need in this context

to detect the 10T devices very accurately as genuine user or
attacker. Such an attack is DDoS attack where the attacker
controls the whole network by flooding the packets to the
network/any device for service disruption [3-5]. The device
or network will be jammed with packet processing and it is
unable to give services on request or gives service in delay.
DDoS has many types of attack, however in this work we
focus on DDoS Botnet attack. Botnet attack is an attack
where the attacker controls the whole network of devices
and each device now acts under the control of the attacker
as a bot [3-16]. These devices are then instructed by the
attacker to flood the packets to perform service disruption.
So, this needs to be detected after a communication
happened. For detection of attacker very accurately,
nowadays machine learning is a very demanding approach
in Al (artificial intelligence). Machine learning [17-20]
mainly solves many types of problems such as
classification, prediction, recognition, clustering, etc. So, in
this work, we consider in classification problem where the
10T devices which acts as attackers flood UDP/TCP/HTTP
packets in the network and these subcategories needs to be
detected very accurately with a best machine learning
model.

The main contributions in this work are represented as
follows:

e In this work, a cloud-based machine intelligent
framework is proposed to categorized DDoS Botnet
attack in 10T systems.

e In this framework, the loT devices communicating
with the cloud are identified based on their
communication record to check the DDoS Botnet
attack. Three types of DDoS botnet attacks are
considered such as HTTP, UDP, and TCP from
Kaggle [21].

e The cloud is installed with a supervised machine
intelligent model to classify the type of DDoS attack.
The model is selected by considering four models
such as Tree, stacking classifier, NN, and SVM. The
performance is evaluated based on CA.

e Here, the stacking classifier is a hybrid model
designed using the aggregation of LR, NN, and
SVM.
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e The performance is evaluated using Python tool. From
the results it was found that except Tree all three
models show an CA of 1.0. The computation time is
also analyzed and it was found that Tree shows less
computation time than other models, however, if
considered with respect to CA of 1.0 then SVM can
be preferred as it shows lesser time then other two
models.

e The detection time of the loT devices is also
simulated and result show that if SVM is installed in
the cloud then the detection time is lesser.

The rest of the sections are described as follows. Section |1
presents the related work, Section IIlI presents the
methodology, Section IV presents the simulation and
results, and Section V presents the conclusion and future
scope.

Il. RELATED WORK

Many such research works are conducted in this area, some
are discussed as follows. Kolias et al. [3] studied about the
DDoS attack in 10T. Shafi et al. [4] proposed a method
using blockchain to prevent DDoS attack in software
defined network. Vishwakarma et al. [5] surveys about the
defense mechanism for DDoS attack in 10T. De Donno et
al. [6] analyzes about the 10T malwares doing DDoS attack.
Vishwakarma et al. [7] proposed a honeypot with machine
intelligence framework to save the network from DDoS
botnet attack. Sareena et al. [8] proposed an IDS using deep
learning to detect the DDoS botnet attack. Sriram et al. [11]
proposed a network flow based deep learning method to
detect the 10T botnet attack. Injadat et al. [12] proposed an
optimized machine learning based approach to detect the
botnet attack. Soe et al. [13] proposed a sequential
architecture to detect the loT botnet attack. Meidan et al.
[14] proposed a deep autoencoders based machine learning
approach to detect the IoT botnet attack. Lee et al. [15]
proposed a honeypot with machine learning approach to
detect machine learning approach in IoT smart factory.
From above methods, it was found that cloud based loT
botnet attack classification using machine learning approach
is not done. Also, the attacks like HTTP/UDP/TCP are not
considered in above works as per our knowledge.
Therefore, in this work we have proposed a framework to
identify and categorize the type of 10T botnet attack using
cloud.

I11. PROPOSED FRAMEWORK

The framework mainly consists of a two-tier architecture
where the 10T devices are directly connected to the cloud
service provider as represented in Fig. 1. The 10T devices
communicates with the cloud to get services on demand.
The 10T devices can communicate with the cloud using
Base Station and Gateway. The cloud also uses this
communication channel to communicate with the IoT
devices. The device after communication with the cloud is
checked by the cloud using the machine intelligence model
to detect the type of DDoS botnet attack in the system.
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Figure 1: System architecture framework

DDoS Botnet attack is a type of attack where the attacker
controls a group of devices in the network by controlling
through the compromised controller as represented in Fig.
2. From Fig. 2 it is observed that the loT devices are
connected to the controller that is compromised and the
devices can communicate with cloud on demand. Here, the
DDosS attacker instructs the 10T devices to flood packets to
the cloud unnecessarily to disrupt the cloud service to other
users and for controlling the network. The devices can
create flooding of different types of DDoS attacks such as
HTTP, UDP, and TCP. In this work, we consider these
three for detection of DDoS attack in the simulation.
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Figure. 2: DDoS Botnet Attack

The steps to detect the DDoS botnet attacker category is
represented as follows:

e The loT device communicates with the cloud.

e After communication the communication record is
stored in the local memory of the cloud.

e The cloud then uses the best supervised machine
learning model for classifying the record as DDoS
botnet attack of category such as HTTP/ UDP/
TCP.

e The best supervised machine learning model is
selected using a standard dataset. The dataset is
used for training the models (Tree, Stacking
Classifier, NN, and SVM) and testing with the
model. The model with high classification
accuracy is selected a s the best model for the
cloud.

e After selection of best model, the model is
installed at the cloud for classification of DDoS
botnet attack category.
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e As communication record is already recorded at Predicted
c_Ioud for a dgwce after communication, cloud then HTTP TP UDP 5
finds the device DDoS Botnet attack category.
e HTTP 987 1 0 988
o After finding the DDoS attacker category, the
cloud can take necessary action over the malicious w TCP 0 999 1 1000
loT device as per the protocol. 2 UDP 0 o 1000
IV. SIMULATION AND RESULTS )3 987 1000 1001 2988

The performance of the system framework is evaluated
using Python tool. The machine in which the simulation is
conducted has 8GB RAM, windows 64-bit OS, and has a
processor speed of 2.4 GHz. The models taken for this Predicted
simulation are Tree, Stacking Classifier (STACK), NN and
SVM. The stacking classifier or STACK is designed by the
aggregation of LR, NN and SVM. The performance metrics HTTP 988 ] 0 988
taken are AUC (area under curve), CA, F1, Precision and

Figure. 3: Confusion matrix of Tree

HTTP TCP UDP ¥

Recall. However, we have considered CA as the main g @ d 0 1000
parameter for categorizing the DDoS Botnet attack. 2 UDP 0 0o 1000 1000
The dataset taken for this simulation is taken from Kaggle 5 988 1000 1000 2988
data repository [21]. Due to its large size, we have
considered only 2988 instances for three attacks of DDoS Figure. 4: Confusion matrix of STACK
Botnet attack such as HTTP, TCP, and UDP. HTTP has
988, TCP has 1000 and UDP has 1000 instances of data. —

Fredicted

The dataset consists of 46 columns or attributes such as
packet sequence ID, source port, destination post, source HTTP TCP  UDP )3
address, destination address, packets, bytes, state, etc. and

the last column represent HTTP/TCP/UDP category of HTTP 288 0 0 988
attack in the system. Here, in the dataset the loT devices are = TCP 0 1000 0 1000
communicating with a server assumed as cloud (destination 2

uDP 0 0 1000 1000

address: 192.168.100.3). The destination is assumed to

classify the attacks. 3 988 1000 1000 2988
The results are represented in Table 1 and Fig. 7 as follows.
From the results it is observed that Tree shows a CA of
0.99, and STACK, NN, and SVM shows CA of 1.0. So, it
can be concluded that any of three models can be taken for Predicted

installation at cloud, however the computation time is also

important for selection of best model. So, from Figure 8 it is HTTP  TCP  UDP )3
observed that the computation time for Tree is 1.5 secs, HTTP 088 0 0o oss
STACK shows 101 secs, NN shows 10.5 secs, and SVM

Figure. 5: Confusion matrix of NN

shows 3 secs. So, it is better to consider SVM because it E TCP 0 1000 0 1000
shows CA of 1 and the computation time is also less. Fig. 3 g
to Fig. 6 shows the confusion matrix of the models. The upP 0 O 1000
diagonal matrix shows what number of actuals is correctly 3 988 1000 1000 2988
predicted.
Figure. 6: Confusion matrix of SVM

Table 1: Comparison of Tree, STACK, NN and SVM

Models | AUC | CA | F1 | Precision | Recall

TREE | 0.99 |0.99|0.99 | 0.99 0.99 |

STACK 1 1 1 1 1

0.995
NN 1 1 1 1 1
SVM 1 1|1 1 1 0.99}

0.985
TREE STACK NN SVM

Figure. 7: Comparison of classification accuracy in range 0-
1 (y-axis) for different models (x-axis)
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Figure. 8: Comparison of computation time in secs (y-axis)
for different models (x-axis)

The simulation is also performed for calculation of
detection time of attack when the number of 10T devices
increases in a network. The simulation setting is shown in
Table 2. So, here detection time is defined as the time
required to detect the communication record of n number of
0T devices to check or classify the type of DDoS botnet
attack. From result it is observed that SVM show better
performance of CA as 1 and has less detection time then
others. When the 10T devices are 50, SVM show 0.05 secs
of detection time whereas NN and STACK show detection
time of 0.175 secs and 1.65 secs respectively. So, SVM will
be a better machine learning model for our proposed
framework. Fig. 9 shows the comparison of detection time
for different models when installed at cloud.

Table 2: Simulation settings for Detection time

Sl. no. Parameter Value
1 Number of cloud device 1
2 Number of 10T devices | 10-50
connected to cloud
3 Attack type DDoS Botnet
attack (HTTP,
UDP and TCP)
4 Average processing time | 0.0005sec
for a sample for Tree
5 Average processing time | 0.033sec
for a sample for Tree
6 Average processing time | 0.0034sec
for a sample for NN
7 Average processing time | 0.001sec
for a sample for SVM

2
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—B— STACK
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0.5 — SVM
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Figure. 9: Comparison of detection time in secs (y-axis) for
10-50 IoT devices (x-axis) for different models

V. CONCLUSION

In this work, a cloud-based machine intelligent framework
is proposed to categorize the DDoS Botnet attack in IoT
systems as HTTP/TCP/UDP. From the results it is observed
that Tree shows a CA of 0.99, and STACK, NN, and SVM
shows CA of 1.0. So, it can be concluded that any of three
models can be taken for installation at cloud, however the
computation time is better for SVM showing 3 secs. So, it is
better to consider SVM because it shows CA of 1 and the
computation time is also less. Further simulation is
performed for detection time and SVM shows less detection
time than others. When the 10T devices are 50, SVM show
0.05 secs of detection time whereas NN and STACK show
detection time of 0.175 secs and 1.65 secs respectively. So,
SVM will be a better machine learning model for our
proposed framework. In future, we will consider larger
dataset with new machine learning models to improve the
CA and reduce the detection time at cloud.
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