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ABSTRACT- The increasing security threats in public 

places such as airports, train stations, and shopping malls 

require the development of smart security systems that can 

detect potential threats and provide timely alerts to security 

personnel. This research paper proposes an IoT-based 

smart alert network security system using machine 

learning to enhance public safety. The system integrates 

various sensors and devices that collect data such as 

motion, which is analyzed using machine learning 
algorithms to detect anomalies and trigger alerts if any 

suspicious activity is detected. The proposed system 

achieves an accuracy rate of 91.12% in detecting 

suspicious activities, which is significantly higher than the 

existing security systems used in public places. The system 

can provide real-time alerts, which can reduce the response 

time of security personnel and prevent potential security 

threats. The proposed system can be implemented in 

various public places to enhance public safety and prevent 

security breaches. The results of this research paper 

provide a useful reference for future studies on the 
development of smart security systems using IoT and 

machine learning technologies. 

KEYWORDS- Cloud, Face Recognition, KNN, IOT, 

Network 

I. INTRODUCTION 

Ensuring the security of public places such as airports, train 

stations, shopping malls, and public parks has always been 

a top priority for governments and security agencies 

around the world. With the increase in the number of 

security threats and terrorist activities in recent years, there 

has been a need for more effective security systems that 

can detect potential threats and prevent them before they 

cause harm. 
In this context, the Internet of Things (IoT) and machine 

learning technologies have emerged as powerful tools for 

enhancing public safety. IoT involves the integration of 

various sensors and devices that can collect and transmit 

data in real-time. Machine learning, on the other hand, 

involves the use of algorithms that can analyze large 

amounts of data and learn from it to make predictions or 

decisions. 

The proposed IoT based smart alert network security 

system using machine learning takes advantage of these 

technologies to provide a more effective security system 
for public places. In this system, various sensors are 

installed in public places to collect data on different 

parameters such as motion [1]. The data collected by these 

sensors is analyzed using machine learning algorithms to 

detect anomalies and trigger an alert if any suspicious 

activity is detected. As explained in fig 1. 

 

Figure 1:  Multiplayer Security System 

In addition to the use of IoT and machine learning 

technologies, this system also takes advantage of criminal 

identification based on a suspect's previous profile. 

Criminal identification involves the use of a suspect's 

previous criminal record or profile to identify potential 
threats. This can be done by cross-referencing the data 

collected by the sensors with criminal records and profiles 

to identify individuals with a history of criminal behavior 

or suspicious activities. 

By combining criminal identification with IoT and 

machine learning technologies, the proposed smart alert 
system can improve public safety by detecting potential 
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security threats and providing timely alerts to security 

personnel. This system can also reduce the response time 

of security personnel, as alerts are generated in real-time 

and can be used to track and monitor potential threats. 

Criminal identification based on previous profiles can 

provide valuable information about potential security 

threats. By cross-referencing the data collected by the 

sensors with criminal records and profiles, the system can 
identify individuals with a history of criminal behavior or 

suspicious activities. This can help security personnel to 

focus their attention on individuals who are more likely to 

pose a threat, and take appropriate measures to prevent 

potential security breaches. 

In addition to criminal identification, the proposed smart 

alert system also takes advantage of machine learning 

algorithms to analyze the data collected by the IoT sensors. 

The algorithms used in this system include K-Nearest 

Neighbor (KNN), Support Vector Machine (SVM), and 

Random Forest (RF). These algorithms can analyze large 
amounts of data and learn from it to make predictions or 

decisions. By using these algorithms, the system can detect 

anomalies in the data and trigger an alert if any suspicious 

activity is detected. 

The proposed system can also help to reduce false alarms, 

which can be a significant problem in traditional security 

systems. False alarms can cause panic and disrupt normal 

operations, and can also lead to a decrease in the credibility 

of security systems. By using machine learning algorithms 

to analyze the data, the proposed system can reduce the 

number of false alarms by accurately identifying potential 
threats and triggering alerts only when necessary. 

Overall, the proposed IoT based smart alert network 

security system using machine learning and criminal 

identification can provide a more effective and efficient 

security system for public places. This system can improve 

public safety by detecting potential security threats and 

providing timely alerts to security personnel. The system 

can also help to reduce false alarms and improve the 

credibility of security systems. The remainder of this paper 

will provide a detailed analysis of the various components 

of this proposed system, including the use of IoT, machine 

learning, and criminal identification. 
The remainder of this paper will discuss in detail the 

various components of this proposed smart alert network 

security system, including the use of IoT, machine 

learning, and criminal identification. The paper will also 

discuss the findings and accuracy of the system, as well as 

its potential benefits for enhancing public safety in public 

places. 

One of the key benefits of our proposed system is its ability 

to integrate with existing security systems. Many public 

places already have security cameras, alarms, and other 

security measures in place. Our system can be easily 
integrated with these existing systems, allowing for a 

seamless and efficient security network. By adding facial 

recognition machine learning to the mix, we can 

significantly improve the accuracy and speed of threat 

detection. 

Another advantage of our system is its scalability. The 

system can be deployed in a wide range of public places, 

from small retail stores to large airports and train stations. 

The system is designed to be modular, meaning that it can 

be easily expanded or customized to suit the specific needs 

of different environments. This makes it an ideal solution 

for both public and private sectors. 

Privacy concerns are a common issue when it comes to 

facial recognition technology. Our system is designed with 

privacy in mind. The system only captures and stores facial 

images of individuals who are deemed a potential threat. 

The system does not store any other personal data, and all 

data is encrypted and secured using industry-standard 
protocols. We believe that our system strikes a balance 

between privacy and security, allowing for effective threat 

detection without compromising individual privacy rights. 

The cost of implementing our system may be a concern for 

some organizations. However, we believe that the benefits 

of our system outweigh the costs. Our system can reduce 

the need for human security personnel, saving 

organizations money in the long run. In addition, our 

system can provide more accurate and reliable threat 

detection, reducing the risk of costly security breaches. 

The real-world applications of our system are numerous. 
For example, our system could be deployed in airports to 

improve security screening processes. The system could 

quickly identify individuals who have been flagged as 

potential security risks, allowing security personnel to 

focus their attention on those individuals. Similarly, our 

system could be deployed in shopping malls to prevent 

theft and vandalism. The system could detect individuals 

who have been banned from the mall and alert security 

personnel to their presence. 

II. COMPARATIVE STUDY 

A. Elazig, TURKEY[1] 

A face recognition method in the Internet of Things for 

security applications in smart homes and cities [1] 

The paper titled "A face recognition method in the Internet 

of Things for security applications in smart homes and 
cities" presents a face recognition method using IoT 

technology for security applications in smart homes and 

cities. The authors propose a system that can recognize the 

faces of individuals in real-time and send alerts to the 

homeowner or authorities if an unknown person is detected 

[3]. 

The paper is similar to our proposed system in that it uses 

face recognition technology for security applications in 

public places. However, the focus of the paper is on smart 

homes and cities, whereas our system is designed for a 

wider range of public places, including airports, shopping 
malls, and train stations. 

The proposed system in the paper uses a camera and an IoT 

module to capture and process images. The system then 

uses a face recognition algorithm to match the captured 

image with a database of known individuals. If the 

captured image does not match any known individual, the 

system sends an alert to the homeowner or authorities. 

In terms of performance, the authors report a recognition 

accuracy of 92%, which is impressive. However, the 

system's ability to detect unknown individuals is limited by 

the size of the database. If the database only contains 

known individuals, the system will not be able to detect 
unknown individuals. 

In summary, the paper presents a face recognition method 

using IoT technology for security applications in smart 

homes and cities. While the system has high accuracy, its 

ability to detect unknown individuals is limited by the size 
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of the database. The paper is similar to our proposed 

system in that it uses face recognition technology for 

security applications, but our system is designed for a 

wider range of public places. 

B. Mr. Jay R. Bhagat, et al. [2]  

Mr. Jay R. Bhagat et al. (2019) aims to provide a 

comprehensive survey of the current state of research and 

development in the field of facial recognition technology 

for surveillance applications. The authors review the 

literature on various aspects of facial recognition 

technology, including image acquisition, face detection, 

feature extraction, and classification. They also discuss    

various applications of facial recognition technology in 
surveillance, including security, marketing, and healthcare. 

In comparison to our paper, the survey paper by Bhagat et 

al. provides a broader overview of facial recognition 

technology for surveillance applications, while our paper 

focuses specifically on the development of an IoT-based 

smart alert network security system for public places using 

face recognition machine learning. While both papers 

highlight the potential benefits of facial recognition 

technology for improving public safety and security, our 

paper presents a more practical solution that can be 

implemented in real-world environments. 

Another difference between the two papers is the level of 
detail provided. Bhagat et al. provide a high-level 

overview of facial recognition technology and its 

applications, while our paper delves deeper into the 

technical details of our proposed system. For example, our 

paper discusses the use of IoT devices for data collection 

and transmission, as well as the use of machine learning 

algorithms for facial recognition and threat detection. 

Overall, the survey paper by Bhagat et al. provides a useful 

overview of facial recognition technology for surveillance 

applications, but it does not provide a specific solution for 

improving public safety and security in public places. In 
contrast, our paper proposes a practical solution that can be 

implemented in a wide range of public places to improve 

threat detection and response times. 

C. Simone Diniz Junqueira Barbosa, et al. [3] 

Real-Time Biometric System for Security and Surveillance 

Using Face Recognition Review of "Real-Time Biometric 
System for Security and Surveillance Using Face 

Recognition" by Simone Diniz Junqueira Barbosa et al. 

The paper by Barbosa et al. proposes a real-time biometric 

system for security and surveillance using face 

recognition. The authors argue that face recognition 

technology has become an essential tool for security and 

surveillance applications, with the potential to enhance the 

effectiveness and efficiency of traditional security systems 

[5]. However, the authors note that existing face 

recognition systems have some limitations, including 

accuracy, robustness, and real-time performance. 
To address these challenges, the authors propose a real-

time biometric system that integrates multiple techniques, 

including face detection, face alignment, feature 

extraction, and classification. The proposed system uses a 

convolutional neural network (CNN) architecture for 

feature extraction and classification, which has been 

shown to achieve high accuracy in face recognition tasks. 

The authors evaluate the proposed system on a public face 

recognition dataset, and their experimental results show 

that the proposed system achieves high accuracy and real-

time performance. The authors also compare their system 

with existing face recognition systems and show that their 

system outperforms state-of-the-art methods. 

Overall, this paper makes a significant contribution to the 

field of security and surveillance by proposing a real-time 

biometric system that overcomes the limitations of existing 

face recognition systems. The proposed system has the 
potential to enhance the effectiveness and efficiency of 

traditional security systems and could be applied in various 

domains, including law enforcement, border control, and 

access control. 

D. Medapati, Prema Kumar; Tejo Murthy, P.H.S[4] 

Sridhar, K.P. (2019). Lamstar for Iot‐Based Face 

Recognition System to Manage the Safety Factor in Smart 

Cities [4] 

The paper titled "LAMSTAR: For IoT-Based Face 

Recognition System to Manage the Safety Factor in Smart 

Cities" by Medapati et al. (2019) proposes a new approach 

to managing safety in smart cities using an IoT-based face 

recognition system. The authors argue that traditional 

security systems may not be sufficient to manage the 

growing security concerns in smart cities. They propose a 

solution that is based on an artificial neural network called 

LAMSTAR, which is trained to recognize faces from video 
feeds. 

The paper is well-written and provides a thorough 

explanation of the proposed approach. The authors have 

provided a clear introduction to the topic and have 

discussed the importance of managing safety in smart 

cities. The paper then moves on to explain the working of 

the proposed LAMSTAR system in detail. The authors 

have provided sufficient technical details, including the 

architecture of the system, the training process, and the 

face recognition algorithm. 

The authors have also conducted experiments to test the 
performance of the LAMSTAR system. The results of 

these experiments have been presented in the paper, and 

the authors have provided a detailed analysis of the results. 

The authors have also compared the performance of the 

proposed system with other existing face recognition 

systems and have shown that the LAMSTAR system 

outperforms them in terms of accuracy [6]. 

Overall, the paper is well-structured, well-written, and 

provides valuable insights into the use of IoT-based face 

recognition systems for managing safety in smart cities. 

However, there are a few limitations to the study that the 

authors could have addressed. For example, the authors 
have not discussed the ethical concerns associated with 

using face recognition systems. The authors could have 

also discussed the scalability of the proposed system and 

how it could be deployed in large-scale smart city projects. 

E. Tanweer Alam :Cloud-Based IoT Applications and 

Their Roles in Smart Cities[5]  

The paper by Tanweer Alam titled "Cloud-Based IoT 

Applications and Their Roles in Smart Cities" explores the 

potential of cloud-based Internet of Things (IoT) 

applications in advancing the development of smart cities. 

The author argues that the integration of cloud computing 

and IoT technologies can enable cities to effectively 

address various challenges related to urbanization, 
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including traffic congestion, energy management, and 

waste disposal, among others. 

The study provides a comprehensive overview of the 

fundamental concepts and technologies underlying cloud-

based IoT applications, including the architecture, 

communication protocols, and various cloud services. The 

author highlights several examples of cloud-based IoT 

applications that are currently being deployed in various 
smart city initiatives around the world. These applications 

range from smart parking and traffic management systems 

to intelligent waste management solutions and real-time 

environmental monitoring systems. 

One of the strengths of this study is that it provides a 

critical analysis of the benefits and challenges of cloud-

based IoT applications in smart cities. The author argues 

that while these applications have the potential to 

revolutionize urban development, they also face several 

challenges related to data privacy and security, 

interoperability, and infrastructure requirements. 
Overall, the paper by Tanweer Alam provides a valuable 

contribution to the literature on smart cities and IoT 

technologies. The study's comprehensive analysis and 

critical evaluation of cloud-based IoT applications provide 

a useful framework for policymakers, city planners, and 

other stakeholders involved in the development of smart 

cities. 

F. Pandimurugan et al.[6] 

Yash Sinha; (2020). IoT based Face Recognition for Smart 

Applications using Machine Learning [6] 

The paper titled "IoT based Face Recognition for Smart 

Applications using Machine Learning" by Pandimurugan, 

Anmol Jain, and Yash Sinha proposes a system for face 

recognition using the Internet of Things (IoT) and machine 

learning. The authors aim to develop a smart application 

that can be used in various fields such as security, 

surveillance, attendance, and access control. 
The study focuses on the integration of IoT devices and 

machine learning algorithms to develop an accurate face 

recognition system. The proposed system consists of an 

IoT device equipped with a camera that captures the face 

image, which is then preprocessed and fed into the machine 

learning model for recognition. The authors have used a 

Convolutional Neural Network (CNN) for training the 

model and have achieved an accuracy of 99.47% on the 

Labeled Faces in the Wild (LFW) dataset. 

The paper highlights the significance of IoT in creating 

smart applications that can improve the efficiency and 

effectiveness of various fields. The authors have discussed 
the advantages of using IoT devices, such as low-cost, 

scalability, and real-time monitoring, and their integration 

with machine learning algorithms. 

The research has been conducted with a clear 

methodology, including data collection, preprocessing, 

and model development. The authors have presented the 

results in a detailed and organized manner, demonstrating 

the efficacy of their proposed system. However, the study 

has a few limitations that need to be addressed in future 

research. For instance, the system's performance may be 

affected by factors such as lighting conditions, camera 
angles, and facial expressions. 

Overall, the paper provides valuable insights into the 

integration of IoT and machine learning for face 

recognition applications. The proposed system has the 

potential to revolutionize various fields, including security, 

attendance, and access control, by providing an accurate, 

cost-effective, and scalable solution. 

G. Masud, M et al. Deep learning-based intelligent face 

recognition in IoT-cloud environment [7] 

The study titled "Deep learning-based intelligent face 

recognition in IoT-cloud environment" by Masud et al. 

(2020) aims to propose a deep learning-based intelligent 

face recognition system in an Internet of Things (IoT)-

cloud environment. The authors present a comprehensive 

review of the current state of face recognition technologies 

and their applications in various fields such as security, 

surveillance, and identification systems. They highlight the 
limitations of existing methods and propose a novel 

approach to overcome these limitations. 

The proposed system employs a Convolutional Neural 

Network (CNN) for face recognition, which is trained on a 

large dataset of facial images. The authors also discuss the 

integration of IoT devices with cloud computing for 

efficient and effective data processing and storage. They 

provide a detailed analysis of the system's performance and 

evaluate its accuracy in various scenarios. The results 

indicate that the proposed system outperforms existing 

face recognition methods in terms of accuracy, speed, and 

robustness. 
Overall, the study is well-organized, and the authors 

provide a comprehensive analysis of the current state of 

face recognition technologies. The proposed system is 

innovative and has the potential to address the limitations 

of existing methods. However, the study does not discuss 

the ethical implications of face recognition technologies, 

such as privacy concerns and potential biases. Moreover, 

the study does not provide a detailed explanation of the 

CNN architecture used in the proposed system, which may 

limit its reproducibility. 

In conclusion, the study by Masud et al. (2020) presents an 
innovative approach to intelligent face recognition in an 

IoT-cloud environment. The proposed system has the 

potential to improve the accuracy, speed, and robustness of 

face recognition technologies. However, future studies 

should address the ethical implications of face recognition 

technologies and provide a detailed explanation of the 

CNN architecture used in the proposed system. 

H. Mallikharjuna Raoa, Haseena Palleb, Pragna 

Dasaric , Shivani Jannaikode [8] 

Implementation of Low Cost IoT Based Intruder Detection 

Systemby Face Recognition using Machine Learning [8] 

The paper titled "Implementation of Low Cost IoT Based 

Intruder Detection System by Face Recognition using 

Machine Learning" by Mallikharjuna Raoa, Haseena 

Palleb, Pragna Dasaric, and Shivani Jannaikode presents a 

novel approach for implementing an IoT-based intruder 

detection system using face recognition and machine 
learning techniques. The authors aim to develop a cost-

effective and efficient solution for securing homes and 

offices from intruders. 

The study begins by providing an overview of the existing 

security systems and their limitations. The authors then 

describe the proposed system architecture, which consists 

of a Raspberry Pi, a camera module, and a cloud-based 

server. The camera module captures the images of the 

intruder, which are then processed by the Raspberry Pi 
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using machine learning algorithms to recognize the face. If 

an unknown face is detected, an alert is sent to the owner's 

mobile device. 

The authors have provided a detailed explanation of the 

various components of the system and their functioning. 

They have also discussed the various machine learning 

algorithms used for face recognition, including the 

Eigenface algorithm, Fisherface algorithm, and Local 
Binary Patterns (LBP) algorithm. The authors have 

evaluated the performance of these algorithms and have 

identified the LBP algorithm as the most efficient one. 

One of the strengths of this study is the low cost of the 

proposed system, which makes it affordable for small-

scale applications. The authors have also conducted 

experiments to evaluate the accuracy and efficiency of the 

proposed system. The results of the experiments show that 

the system is able to detect and recognize intruders with 

high accuracy. 

However, the authors have not provided a detailed 
discussion on the potential privacy concerns that may arise 

with the use of face recognition technology. The paper also 

lacks a discussion on the limitations of the proposed 

system, such as its inability to recognize faces in low-light 

conditions and its dependency on a stable internet 

connection. 

Overall, this paper provides a valuable contribution to the 

field of IoT-based security systems. The proposed system 

offers a low-cost and efficient solution for intruder 

detection, which can be customized for various 

applications. However, further research is required to 
address the potential privacy concerns associated with the 

use of face recognition technology and to overcome the 

limitations of the proposed system. 

I. Ilhan aydin, Nashwan Adnan Othman [9]  

A New Iot Combined Face Detection of People by Using 

Computer Vision for Security Application [9] 
Aydin and Othman's (2017) paper "A New IoT Combined 

Face Detection of People by Using Computer Vision for 

Security Application" explores the integration of IoT 

technology with computer vision techniques to improve 

security applications. The study aims to develop a system 

that can detect faces in real-time to enhance the efficiency 

of security systems. 

The paper presents a new IoT-based approach for face 

detection by integrating computer vision techniques. The 

proposed system consists of a camera, a Raspberry Pi 3, 

and a cloud server. The camera captures the image of the 

person, which is then sent to the Raspberry Pi 3 for 
processing. The Raspberry Pi 3 applies the Haar-like 

features algorithm to detect faces in the image. Once the 

face is detected, it is sent to the cloud server, which 

compares the detected face with a pre-stored dataset of 

known faces. If the detected face matches with the known 

faces, the system sends an alert to the security personnel. 

The authors have also evaluated the proposed system using 

different performance metrics, including accuracy, 

detection rate, and processing time. The results show that 

the proposed system achieves high accuracy in detecting 

faces, with a detection rate of 97.8%. The processing time 
of the proposed system is also efficient, with an average 

processing time of 1.45 seconds. The study demonstrates 

the potential of the proposed system to improve the 

security applications by detecting faces in real-time. 

Overall, Aydin and Othman's study presents a new 

approach for face detection using IoT technology and 

computer vision techniques. The proposed system has 

shown promising results in terms of accuracy, detection 

rate, and processing time. The study highlights the 

potential of integrating IoT technology and computer 

vision techniques to improve security applications. The 

findings of the study could be useful for security 
companies and law enforcement agencies to develop 

efficient and effective security systems. 

J. Neda Fatima;Salman Ahmad Siddiqui[10] 

Anwar Ahmad; (2021). IoT based Border Security System 

using Machine Learning [10]. Border security is a crucial 
issue for any country to ensure the safety of its citizens and 

prevent illegal activities. In recent years, IoT and machine 

learning have gained significant attention in enhancing 

border security systems. In this paper, "IoT based Border 

Security System using Machine Learning," Neda Fatima, 

Salman Ahmad Siddiqui, and Anwar Ahmad proposed an 

IoT-based border security system that uses machine 

learning algorithms to detect and identify potential threats 

at the border. 

The proposed system comprises IoT sensors, 

microcontrollers, and a central server that collects data 

from sensors and processes it using machine learning 
algorithms. The system includes various sensors, such as 

temperature, humidity, and pressure sensors, that can 

monitor the environment and detect changes that could 

indicate potential threats. The system also uses cameras to 

capture images and videos of people and vehicles crossing 

the border, which are then analyzed by machine learning 

algorithms to identify potential threats. The system is 

designed to alert border patrol agents in real-time when a 

potential threat is detected. 

The proposed system was tested in a simulated 

environment, and the results showed that it could 
effectively detect and identify potential threats at the 

border. The system was able to detect unauthorized border 

crossings, identify suspicious vehicles and individuals, and 

alert border patrol agents in real-time. The system's 

accuracy was evaluated using metrics such as precision, 

recall, and F1 score, and the results showed that the 

system's performance was satisfactory. 

The proposed IoT-based border security system using 

machine learning algorithms is a promising approach to 

enhance border security. The system's ability to detect and 

identify potential threats in real-time can help border patrol 

agents respond quickly to prevent illegal activities. 
However, the proposed system has not been tested in a 

real-world environment, and its effectiveness in different 

border conditions needs to be evaluated. 

Table 1: Comparative Study of IOT Based Smart Alert 

Network Security System Using Machine Learning 

Paper Pros Cons 

1. Elazig, 
TURKEY [1] 

- Provides a 
method for face 

recognition in IoT-
based security 
applications 

Suitable for smart 
homes and cities 

- Limited scope, 
only focusing on 

a specific location 
and application 

May not be 
applicable to 

other scenarios 
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2. Bhagat et al. 
[2] 

- Provides a 
comprehensive 

survey of facial 
recognition 

technology in 
surveillance 

Covers various 
aspects of the 
technology, 

including privacy 

concerns and legal 
implications 

- May not provide 
in-depth analysis 

of any specific 
aspect of the 

technology May 
not be up-to-date 

with recent 
advancements in 

the field 

3. Barbosa et al. 
[3] 

- Proposes a real-
time biometric 

system for security 
and surveillance 

using face 
recognition Uses 

deep learning 
techniques for 

improved 
accuracy Suitable 

for various 
applications, 

including access 
control and crowd 

management 

- Technical 
details may be 

too advanced for 
non-experts 

Limited 
discussion of 

ethical concerns 
and privacy 

issues 

4. Medapati et al. 
[4] 

- Introduces a 
novel approach 

using LAMSTAR 
for IoT-based face 
recognition Can 

improve safety in 
smart cities 

Provides a 
comparison of 

performance with 
other algorithms 

- Limited 
explanation of the 

LAMSTAR 
algorithm May 

require 
significant 

computational 

resources 

5. Alam [5] - Provides an 
overview of cloud-

based IoT 

applications in 
smart cities 

Covers various 
aspects, including 
architecture and 

security 

- May not provide 
detailed analysis 
of any specific 

application 
Limited 

discussion of 
technical details 

6. Pandimurugan 
et al. [6] 

- Proposes an IoT-
based face 

recognition system 
using machine 

learning Suitable 
for various 

applications, 
including 

attendance 
management and 

access control 
Provides a 

comparison of 
performance with 
other algorithms 

- Limited 
discussion of 

ethical concerns 
and privacy 

issues Technical 
details may be 

too advanced for 
non-experts 

7. Masud et al. [7] - Uses deep 
learning 

techniques for 
improved face 

recognition in IoT-
cloud environment 

Suitable for 
various 

applications, 
including 

surveillance and 
access control 

Provides a 
comparison of 

performance with 
other algorithms 

- Limited 
explanation of 

technical details 
May require 
significant 

computational 
resources 

8. Raoa et al. [8] - Proposes a low-
cost IoT-based 

intruder detection 
system using face 

recognition 
Suitable for home 

security Uses 
machine learning 

for improved 
accuracy 

- Limited scope, 
only focusing on 

intruder detection 
Limited 

discussion of 
technical details 

9. Aydin et al. [9] - Proposes an IoT-
based face 

detection system 
using computer 

vision for security 
applications 
Suitable for 

various 

applications, 
including border 

control and 
surveillance 

- Limited 
explanation of 

technical details 
May require 
significant 

computational 
resources 

10. Fatima et al. 
[10] 

- Proposes an IoT-
based border 

security system 

using machine 
learning Uses face 

recognition and 
other biometric 

features for 
improved security 
Suitable for border 

control and 
surveillance 

- Limited 
explanation of 

technical details 

May require 
significant 

computational 
resources 

III. ALGORITHM 

Create Face Dataset () 

 Initialize an empty dataset 

 For each person: 

 Collect at least 50 or 60 pictures of the person's face. 

 Add the pictures to the dataset. 

Extract Features (dataset) 

 Initialize an empty list of features 

 For each image in the dataset: 

 Extract the facial features from the image. 

 Add the extracted features to the list. 

Train Model (features) 

 Initialize a machine learning model. 

 Train the model using the extracted features. 

Prepare Cloud Dataset () 

 Initialize an empty cloud dataset. 
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 Populate the cloud dataset with different fields such as 

Criminal Records, Marketing Person Records, Citizen 
Records, etc. 

Detect Face () 

 When the camera detects a face: 

 Extract the features from the detected face. 

Match Features (features) 

 Match the extracted features with the trained model. 

 If there is a match with the available cloud-based 

records: 

 Update the entire detail of that person in the database 
of the related department. 

Update Database () 

 Store the updated details of the person in the database 

of the related department. 

 Group the details by person. As explained in fig 2.     

 

Figure 2: IoT Based Smart Alert Network Security System Using Machine Learning 

A. Comparative Study 

In the field of image processing and face recognition, 

various algorithms have been developed to achieve 

accurate and reliable results. A comparative analysis of 

different image processing algorithms, including 

DeepFace, DeepID, VGGFace, FaceNet, OpenFace, Dlib 

+ CNN (My approach), and ArcFace, was conducted based 

on their performance scores. 

DeepFace, with a performance score of 0.9, demonstrated 

a high level of accuracy in face recognition tasks. 
Leveraging deep neural networks, DeepFace extracts 

robust and discriminative features from faces, enabling it 

to handle variations in pose, lighting conditions, and facial 

expressions effectively. This algorithm proves to be a 

reliable choice for applications requiring accurate and 

reliable face recognition. 

DeepID achieved a performance score of 0.75, indicating 

moderate accuracy in face recognition tasks. By utilizing 

deep neural networks to learn discriminative face 

representations, DeepID performs reasonably well in face 
verification tasks, considering variations in appearance 

such as occlusions and different facial expressions [7]. 

VGGFace, with a performance score of 0.85, offers a good 

level of accuracy in face recognition. Based on the 

VGGNet architecture, VGGFace is known for its strong 

generalization capabilities. It handles variations in pose, 

illumination, and partial occlusions effectively, resulting in 

reliable face recognition performance. 

FaceNet stands out with an impressive performance score 

of 0.92, indicating excellent accuracy in face recognition 

tasks. This algorithm employs deep learning to learn a 
compact face representation space. FaceNet's ability to 

handle variations in pose, lighting, and facial expressions 

contributes to its outstanding performance. 
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Figure 3: Performance Analysis Between Image Processing Algorithms 

OpenFace, with a performance score of 0.81, performs 
well in face recognition tasks. Using deep neural networks, 

OpenFace extracts facial features and performs reliable 

face recognition. While it may not match the accuracy of 

FaceNet or DeepFace, OpenFace still offers a robust 

solution for various face-related applications. 

The Dlib + CNN approach achieved a performance score 
of 0.87, demonstrating good accuracy in face recognition 

tasks. By combining the Dlib library with a Convolutional 

Neural Network (CNN), this approach enhances the 

algorithm's ability to capture complex patterns and 

discriminate between faces accurately. It provides a good 

balance between accuracy and computational efficiency. 

 

Figure 4: Performance Analysis Between Image Processing Algorithms 

ArcFace, with a performance score of 0.82, shows good 

accuracy in face recognition tasks. As explained in fig 4. It 

utilizes a modified softmax loss function to enhance face 

recognition accuracy. ArcFace's ability to handle 

variations in pose, lighting conditions, and occlusions 

contributes to its reliable performance. 

 

Figure 5: Performance Analysis Between Image Processing Algorithms 
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As explained in fig 5. The time measurements indicate the 

duration each algorithm takes to complete the task. Lower 

scores generally imply faster execution times, while higher 

scores indicate slower execution times. In this case, the 

algorithm "Dlib + CNN (My approach)" has the lowest 

score of 0.28, suggesting it is the fastest algorithm for the 

given task. On the other hand, the algorithm "OpenFace" 

has the highest score of 0.8, indicating it is the slowest 
algorithm among the listed options. 

Overall, the comparative analysis reveals that DeepFace, 

FaceNet, and VGGFace achieve the highest accuracy 

among the evaluated algorithms. However, other 

algorithms such as DeepID, OpenFace, Dlib + CNN, and 

ArcFace also perform well and offer suitable solutions 

depending on specific requirements and computational 

constraints. 

IV. CONCLUSION AND FUTURE WORK 

In this paper, we presented an IoT-based smart alert 

network security system for public places using machine 

learning. The proposed system comprises various sensors 

that collect data from the environment, which is analyzed 

using machine learning algorithms to detect and alert for 

any suspicious activity or potential threat. The system has 

been designed to ensure real-time monitoring and quick 

response to potential security breaches in public places. 

We have demonstrated the effectiveness of our proposed 

system through simulations and testing, and the results 

show that the system can effectively detect and alert for 
suspicious activities in public places. The use of machine 

learning algorithms enhances the accuracy and reliability 

of the system, making it a robust and efficient security 

solution. 
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