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ABSTRACT - With the advent of new emerging tech-
nologies like fog computing, internet of things, blockchain,
artificial intelligence etc, information and communication
technology is revolutionising our homes, education, health
and industry. By the year 2025, with the increase in net-
work speed offered by 5G technology, we will be able to
share much more data in real time. It’s not only important
to note that the volume of data shared in future will be
huge but also its important to understand that the shared
data will be heterogenous in nature. Not only humans but
smart devices will act as humans on the network and will
generate big data. Thus, the future of cloud storage indus-
try seems to be very bright. The effort in this paper is to
recognise the issues and challenges that the cloud storage
industry will face in the near future and also to identify and
review the new paradigm for researchers in the field of
cloud storage.
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I. INTRODUCTION

Advances in smart technology is resulting in a large
amount of data generation and thus increasing in devices
that are generating the data and thus increasing the invest-
ment in cloud by more than 331 billion dollars by 2023[1].
To implement this, improvement not only in storage infra-
structure but also in processing techniques is required [2].
Advent of artificial intelligence and its integration in smart
devices is further adding to the complexity in storing and
processing data [1]. With the passage of time, more devices
are added everyday to the internet to monitor and connect
different buildings, traffic facilities lakes environment etc
thus further increasing the size of data being generated on
daily basis [3-7]. With the increasing data, it's becoming
more challenging to store and process it [8, 9]. To handle
unstructured data being produced at such a large scale,
researchers are trying to device new databases based on
new algorithms and softwares using NoSQL [10-12]. A
number of frameworks have been proposed in the literature
for storing and retrieving heterogenous /unstructured data
in cloud storage environment [13-16]. With technological
advancements, the computing and storage requirements of
organisations are growing with time [17, 18]. This has giv-
en rise to “on demand storage” concept as the investment
for setting up storage facility is very huge. But this leads to

limited control over the computing resources as operations
are performed through cloud over the internet [19, 20].
Storage services provisioning require cheaper, scalable and
personalised solutions. Cloud storage issues include confi-
dentiality, integrity, security, backup problem, vulnerabili-
ties in virtualisation, data segregation, data access, data
dynamics, authentication, data breaches, authorisations and
many more. Section 2 of the paper focusses on issues relat-
ed to cloud storage; section 3 discusses the future opportu-
nities in cloud storage and the last section concludes the
paper with key findings and the future directions.

Il. DISCUSSION : CHALLENGES AND POSSI-
BLE SOLUTIONS IN CLOUD STORAGE

Infrastructure as a Service (laaS): It is very crucial as mis-
management of proper storage facility in cloud may lead to
severe consequences [21]. The cloud storage issues men-
tioned above are broadly divided into 2 categories: (a) is-
sues related to data security, (b) issues related to data man-
agement.
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Fig. 1 Summary of Cloud Storage Issues

A. Issues related to Data Security

Any client using laaS wants data security, as the data will
be stored in the cloud storage. Therefore, companies
providing laaS are trying to design and develop new algo-
rithms and frameworks that could provide controlled ac-
cess to the cloud data. Moreover, the client has the right to
know (i) whether the data deleted by them will be perma-
nently deleted or still it can be accessed by the storage pro-
vider, (ii) where is actually the data stored in the cloud, and
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many more such questions, as the client has limited or no
control over the cloud storage.

B. Discussion on Data Access Issues

Issues related to accessing data in cloud environment are
majorly related to security policies. A number of measures
have been proposed in literature for dealing with the data
access issues. These proposed measures can be classified
into 3 broad categories: user-based, role-based and attrib-
ute-based access control [22, 23].

C. Discussion on Integrity Issues

Data integrity can be achieved by using constraints and
transaction in a single database system. This can be easily
achieved by transactions by using ACID properties of the
database. In case of distributed database systems, multiple
transactions are being executed on multiple databases. This
leads to increased complexity of the system. In case of
cloud computing scenarios, data integrity exponentially
grows, as different types of application both local and
Software as a Service (SaaS) are displayed as a service.

D. Discussion on Authentication and Authorisation Is-
sues

Authentication plays an important role in allowing only
those users to the cloud environment that are trusted ones.
Depending on the sensitivity of the information stored on
the cloud, authentication may be needed to access the in-
formation. The process of authentication needs to be effi-
cient and robust and can be implemented using crypto-
graphic techniques, thus, ensuring access to authenticated
uses only [24-26].

E. Discussion on Confidentiality Issues

Confidentiality is achieved by using RSA algorithm based
encryption and decryption techniques. Thus, the user must
have access to the encryption and decryption keys. When-
ever a sender wants to send a message to the receiver ,
sender signs the message with the sender key and then en-
crypts it with the public key of the receiver and downloads
encoded text message. Once the receiver receives the mes-
sage, it decrypts it with its public key. The confidentiality
of the information stored in the cloud depends upon the
privacy policies, terms of service provided by the cloud
provider.

F. Discussion on Data Breaches

Cloud environment stores data of many users and thus any
compromise in authentication and authorisation may lead
to data breaches [11]. Since data of many organisations is
stored in the cloud environment, it becomes quiet lucrative
for attackers as entry to cloud environment means access to
data of many organisations [27].

G. lIssues related to Data Management

There ae number of data management issues related to
cloud environment that has been categorised and explained
below. These issues are: data availability, data backup, data
locality, data dynamics, virtualisation and vulnerability,
data segregation.

H. Discussion on Data Availability Issues

SaaS applications are available to the clients 24X7. Cloud
storage must be able to handle DDOS (distributed denial of

service attacks) and DOS (Denial of service attacks) [31-
33].

I. Discussion on Backup Issues

In case of disaster situations, sensitive data must be backed
up periodically by the SaaS providers for fast recovery in
case any thing goes wrong. Strong encryption techniques
must be used while taking backup so that accidental data
leakages can be controlled. Tests to validate the backup
provided by SaaS provider can be done by performing cer-
tain tests as: configuration insecurity, storage insecurity.

J. Discussion on Data Locality Issues

Clients in SaaS model, uses the application provided by the
SaaS provider and its own data, but does not have the
knowledge about the location of its data which may lead to
data locality issues. As data stored in different countries is
governed by the country’s rule. Some countries do not al-
low migration of sensitive data out of their country.

K. Discussion on Data Dynamics Issues

Storing information and its management in cloud by per-
forming tasks such as insertion, deletion and updation is
not considered trustworthy as data and applications are
stored in data centres. The protection of data is important
in cloud environment as the data can be deleted by the
cloud provider without the knowledge of the owner of the
data. Errors in the software and data may be canceled by
the cloud provider. This can be controlled by introducing
auditing systems in cloud computing [28].

L. Discussion on Virtualisation and Vulnerability Is-
sues

Segregating the different instances of same application
running on a single machine is called virtualisation and is a
major concern as far as security of client’s information is
concerned. Another important issue is of isolation and
scalability. In case of virtual machines, root security is
primary to avoid interference of host operating system with
virtualised guest systems.

M. Discussion on Data Segregation Issues

The popularity of cloud computing is due to its multi ten-
ancy nature [29, 30] wherein ‘Software as a Service’
(SaaS) facility offered by cloud environment allow multi-
ple clients to store their data. This might lead to intrusion
of one client’s data by some other client as they share same
softwares. SaaS has the responsibility to differentiate data
of different users intelligently at both application and phys-
ical levels. Certain tests such as SQL injection flaws, stor-
age security, data validations must be performed by the
service provider to ensure proper segregation of data from
different clients.

I11. FUTURE OF CLOUD STORAGE AND OP-
PORTUNITIES

Due to the advent of Al, 10T devices, 5G connectivity and
the amount of data being produced by such devices is
changing the future of cloud and the way of living. This
sub-section is going to discuss the future opportunities for
the cloud storage:
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A. Cost Effectiveness

With the advent of cloud computing environment, the cost
of computing has gone drastically low as we can rent the
storage space and resources of a supercomputer at very low
cost.

B. Internet of Things

With the advent of loT the number of devices has in-
creased and their numbers are going to increase future at a
very fast pace.

C. Accessibility in Remote Locations

Different cloud providers are providing remote access of
data to their clients in a fast and reliable way. 5G services
will further make the access to the data in a seamless man-
ner.

D. Maximum Usability

Using drag and drop facility, the data can be stored and
pulled between the local PC and cloud any number of
times.

E. Future Connectivity

5G connectivity will ensure faster connectivity of client to
different devices. Thus, we will be able to operate ma-
chines virtually sitting thousands of kms away.

F. Inclusion of Artificial Intelligence

Acrtificial Intelligence is making decisions in a number of
situations from self driving cars to making complex deci-
sions. Artificial Intelligence is making cloud storage more
attractive and smarter and blockchain technology is further
making it more secure.

G. Huge Data produced by Large Number of Devices

Approx. 75 billion devices will connect by the year 2025
and will be producing data at a very fast speed which will
be stored and processed by cloud computing environments.

H. Collaboration and Sharing of Data

Whether it is a photo or a data file or any other file format,
saying of files will become very easy with just few clicks.
Work can be easily done in collaboration with other people
sitting miles away without any issues.

I. Privacy and Security

Privacy and security is an important aspect of the cloud
storage and is being maintained by firewalls, intrusion de-
tection systems deployed in cloud, advanced encryption
techniques, logging of various events.

J. Managing Disaster and Recovery

Data is the most powerful and at the same time most vul-
nerable resource at this point in time. If stolen, my lead to
irrecoverable loss in income, productivity, customers, repu-
tation and thus leads to loss in business.

K. Synchronisation and Automation

Automated data backup services are provided by the cloud
providers.

IV. CONCLUSIONS AND FUTURE SCOPE

IT industry is being revolutionised very rapidly with the
fast growing 5G technology, artificial intelligence, Fog
computing, internet of things and other such upcoming

technologies and their use with cloud environment. This
paper mainly focussed on discussions based on challenges
and possible solutions in cloud storage with issues related
to data security and data management. It has been dis-
cussed that encryption techniques and block chain technol-
ogies can be deployed to enhance the security of the cloud
storage and thus will make it more robust. Authentication
techniques for access control may add an additional check
point for capturing intruders to access the data stored on
the cloud. In the end discussion on future of the cloud stor-
age and various opportunities is done. The, we can con-
clude that cloud computing environment is a fast growing
technology and is replacing the traditional computing envi-
ronment. Efforts are being made in the direction of pre-
serving the client’s sensitive data by providing advance
techniques and secure access features.
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