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ABSTRACT- Trusted environment provides safety
measures for the sensor network. There are many
problems that occur during the management of resources.
Memory management and computation overhead or CPU
usage are the major issues. Security issues is another
problem in Wireless sensor network.. The three types of
issues like issues of memory, computation overhead and
intrusion detection is considered in this proposed research.
The proposed model has provided a mechanism for
resource management in a wireless sensor network. This
model would also resolve one diff type of issue like
computation overhead. The proposed work is capable to
classify IDS attacks using a deep learning model. For
improving accuracy a Network model is proposed during
intrusion detection using a recurring neural network. The
network model is used for testing by the help of a
confusion matrix to calculate The accuracy, precision,
recall and fscore. For clustered wireless sensor networks
the advanced adaptive and dual data communication trust
scheme (adct) have been used. Research is able to handle
untrustworthy nodes inefficient manner. A function that is
used in this research to assess direct trust among nodes is
called Adaptive trust function. In intracluster as well as
intercluster this Trust mechanism ADCT is used. With the
help of compression mechanism Packets have been
compressed for reducing the computation overhead. For
security in Intrusion, this proposed model would also be
capable. Moreover, research work would also deal with
selfish nodes and malicious nodes to provide better of
service for network lifetime for different network sizes.

KEYWORDS-Wireless Sensor Network, 1DS, intrusion
detection system, Trust management, LSTM.

I. INTRODUCTION

There are several existing researches that have contributed
in field of Trust management in wireless sensor. On other
hand there have been various mechanism to improve the
security of Trusted using IDS. It has been observed that
previous researches have made use of Fuzzy logic, Genetic
algorithm, Machine learning mechanism, KNN [9]
classification, LSTM model. More over previous researches
have make use of NDL-KDD [12] dataset for training. But

these researches are suffering from accuracy issues.
Moreover the time consumption during training of network

model is more. These researches have motivated to develop
a model that should be trained fast as compared to previous
models. Moreover previous researches have also motivated
to increase the accuracy using two layer LSTM model
considering hidden layer. The proposed research are
supposed in provide fast training to dataset and more
accurate predication as compared to previous researches.

A. Trust Management To Secure Wsn

Traditional security mechanisms cannot be used in Wireless
Sensors Networks (WSNs) because they are susceptible to
many security threats. Recently Trust management models
is an effective security mechanism for WSNs. Considerable
research has been done on modelling and managing trust by
increasing security. In this paper, attacks such as IDS
against trust models are considered. Moreover, the
intelligent system has been proposed to predict the intrusion
for trust best practices that are essential for developing a
robust trust model for WSNSs.

B. Trusted Network

Trust models in WSN are classified into two categories that
are node trust models and data trust models. There are two
categories: centralized and distributed models in trust
model. In centralized trust models, a particular trusted
intermediary or base station is used to calculate trust values
of sensor nodes. In distributed trust models, sensor nodes
calculate trust values by themselves. Trust of a sensor node
is the neighbor nodes belief about its future behaviors.
Given a reputation metricR;;, the trust metric Tj; is obtained
by:

%

Tij = E[Ry] = E[Beta(a;, ;)] = o+ 5

In RFSN, an aging mechanism is proposed for trust
updating, thus a node’s trustworthiness is revaluated
continuously. However, RFSN assumes that each node has
enough interactions with neighbour nodes so that reputation
can reach a stationary state Reputation information will not
stabilize If the movement speed of a sensor node is higher.
RFSN scheme only propagates good reputation information
about other nodes In regards to bad mouthing attacks. In
this case, sensor nodes cannot resist against conflicting
behaviour attack because they cannot share their bad
reputation information with each other. Parameterized and
Localized trust management Scheme (PLUS) is another
distributed trust computation scheme is proposed in. In
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PLUS, personal reference and recommendation are used to
build reasonable trust relationship among sensor the
personal reference value Ty, of node i is computed based
on the node’s availability and the proportion of correct
packets. The recommendation value T, is calculated based
on neighbor nodes’ trust values and the number of neighbor
nodes. Therefore, the trustworthiness of nodeican be
expressed as:

T(l) = Tpr(i) * Vl/pr + TT(i) * VVr ,Where VVpr + VV,- =1

C. Intrusion Detection System

An intrusion detection system [2] has been considered as
application which is capable to view network in case of any
malicious operation as well as violation of given policies.
Intrusion detection is playing significant role to assure the
data protection of information. The main mechanism used is
capable to check different types attack over network in
accurate manner. Network-dependent system have been
found capable to check network-connected operation such
as volume of traffic, remote IP addresses, ports used, and
utilized protocols. Intrusion Detection System is known as a
system which is monitoring network traffic to trace
suspicious activity. It also issues alerts as activity has been
detected. This is known as a software application that is
capable to check network. It checks system for harmful
operation as well as any breach of policy. The intrusion
detection system has been composed of various
components. One component is sensors that are utilized to
produce security events. It is triggering intrusion detection
system. Another component is console. Intrusion detection
systems [3] are operating by either considering signs of
known attacks/deviations during usual operations. Such
deviations/anomalies are pushed up stack and checked at
protocol and application layer.

D. Types Of Ids

IDS are classified into 5 types:

e Network IDS
Host IDS
Protocol dependent IDS
Application Protocol dependent IDS
Hybrid IDS

E. Detection Method of IDS

Detection mechanism utilized by IDS [9] has been signature
dependent and anomaly dependent.

e Signature dependent Mechanisms

Signature-based IDS is finding attacks over the basis of
particular patterns like the number of bytes or count of 1 or
count of 0 in network traffic. This is detecting according to
considered invalid instruction sequences. Such sequences
are utilized by malware. Found patterns in IDS have been
considered as signatures. The Signature dependent IDS [10]
could find attacks easily where the pattern is already present
in the system. This is complex to find the latest malware
attacks because such signatures are unknown.

e Anomaly-based Mechanisms

Anomaly-based 1DS [14] has been frequently used to find
unknown malware attacks because the latest malware is
produced at a rapid speed. There is the utilization of
machine learning to develop a significant and faithful

activity model in anomaly-based IDS. Anything that is
coming inside is compared to this model. These things are
declared suspicious these are not present in the model. It
has been observed that the Machine learning-dependent
mechanism is having better features as compared to
signature or pattern dependent IDS [15] system. This is
because these models are trained as per the configuration of
applications and hardware.

F. Deep Neural Network

A deep neural network has been considered as artificial
neural network. It has several layers inside input as well as
output layers. The DNN is detecting valid mathematical
manipulation to product output as per input. There might be
a linear relationship as well as a non-linear relationship.
This is well known deep structured learning that could be
utilized for hierarchical learning for IDS [18] detection.
This has been considered a portion of a broader family of
machine learning mechanisms. These mechanisms are
dependent on artificial neural networks. Research has
utilized deep thinking and quick learning for Viable Al.

G. Reinforcement Learning

Reinforcement Learning has been determined as Machine
Learning. It is a branch of Al. Reinforcement Learning has
been considered as a category of Machine Learning. It is
also considered a branch of Al. Exactly permitter
presentative of hardware and computer program to
mechanically identify perfect attitude in particular
circumstances, for maximizing its efficiency. Exactly a type
of Machine learning method which permits representative
of hardware and computer program to mechanically
identified perfect attitude within a particular circumstance,
for maximizing its efficiency.

H. Recurrent Neural Network

Such network has been considered as class of neural
networks where interconnectivity among nodes is forming
directed graph. It is also creating a temporal sequence
which is allowing it to show temporal dynamic behaviour.
RNNs is capable to utilize their memory to process variable
length sequences of inputs as these are derived from feed
forward neural networks. It is making them enable to
implement operations like unsegmented as well as
interconnected consideration. RNN has been utilized to take
in account two different broad categories of networks that
are supporting usual structure. Here one is having finite
impulse. But another one is having impulse which is
infinite. Such categories of networks have exhibited the
runtime actions those are not permanent.

I. Long Short-Term Memory

LSTM [22] has been considered as well known
artificial RNN. Suchis frequently utilized in the area
of deep learning. LSTM [23] is having feedback
interconnection. It is not like general feed forward neural
network. This is not just processing single data points such
as graphics. It is also completing sequences of information
like audio and video. The LSTM [24] networks are
considered suitable to perform classification. It is
performing processing as well as making predictions on the
bases of time series information. This is because there
might be lags of duration that is not known in significant
events during time series. Long Short-Term Memory
networks have been considered as category of recurrent
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neural network. This is found capable to get taught order
dependence in case of sequence prediction problem. This is
a behavior needed in case of complicated issue domains like
translation by machine. Long Short-Term Memory have
been considered complicated field of deep learning. This is
difficult to understand Long Short-Term Memory. There
have been little work in field of Long Short-Term Memory.

J. Need of Research

The intrusion detection system has been considered as
crucial for network security in order to improve the security
of trust model. They are enabling users to find and reply to
malicious traffic. The major need for intrusion detection
system is to assure IT personnel is notified during attack or
network intrusion is in execution. The proposed system is
required to train IDS system that should be capable to
predict with maximum accuracy. The trained model for
intrusion detection would be made with support of LSTM
and simulated in a Matlab environment. EXisting researches
have provided limited accuracy with limited precision, f-
score, and recall value. The implementation of such a model
is quite challenging but such research opens doors for
innovations.

Il. LITERATURE REVIEW

There are several types of research in area of trust
management, intrusion detection and deep learning.
Research work has focus on trust management, training and
testing of IDS system with support of LSTM model. The
various research papers interconnected to IDS and deep
learning have been considered to accomplish objectives.
The researches that have been considered during proposed
work are explained in this section.

trust-based

S. Author Year Title Methodology

No

1. Momani, 2010 | Survey of trust | Trust model
models in
different network
domains

2. Han, 2014 | Management and | Trust
applications  of | management
trust in Wireless | for WSN
Sensor Networks:
A survey

3. Karthik, 2011 | Trust Trust
management management
techniques in | for WSN
wireless  sensor
networks: an
evaluation

4, Dhulipala, 2017 | Trust Trust
management management
technique in | for WSN
wireless  sensor
networks:
challenges  and
issues for reliable
communication: a
review

5. Bao, 2012 | Hierarchical trust | Trust
management for | management
wireless  sensor | for WSN
networks and its
applications  to

routing and
intrusion
detection
6. Ullah, 2020 | A Scheme for | Anomalous
Imtiaz, Generating a | activity
Dataset for | detection
Anomalous
Activity
Detection in loT
Networks
7. Buczak, 2015 | A survey of data | IDS
AnnalL., mining and
machine learning
methods for cyber
security intrusion
detection and
Erhan Guven.

8. AJavaid, 2016 | A deep learning | Deep learning
approach for | for IDS
network intrusion
detection system

9. Tang, Tuan | 2016 | Deep learning | Deep learning

A, approach for | for IDS
network intrusion
detection in
software defined
networking

10. M. 2012 | Intrusion IDS using

Sheikhan, detection with | RNN
support of
reduced-size
RNN  dependent
on feature
grouping

11. Tavallaee, 2009 | A detailed | IDS
analysis of the
KDD CUP 99
data set

12, Revathi, 2013 | A detailed | IDS
analysis on NSL-

KDD dataset
using various
machine learning
techniques for
intrusion
detection

13. | Paulauskas, | 2017 | Analysis of data | IDS
pre-processing
influence on
intrusion
detection  using
NSL-KDD
dataset

14. | Bhattacharje | 2017 | Intrusion IDS

e, detection system
for  NSL-KDD
data set using
vectorised fitness
function in
genetic algorithm
15. Ashfaq, 2017 | Fuzziness based | Fuzzy logic

semi-supervised
learning approach
for intrusion
detection system
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I11. PROPOSED WORK

The proposed trust model is using LSTM mechanism to
train seventy percent of the dataset and testing on thirty
percent of the dataset.

A. Process Flow of Deep LSTM IDS to increase security
of Trust Model

Deep LSTM IDS is powerful tool to secure the network. It

makes use of different deep learning techniques to train our

network. There are various steps with different techniques

involves in making an IDS. The proposed work deals with

various phases

Dataset selection

Preprocessing

Training

Testing

a) Dataset

The first phase deals with the selection of the dataset. The
Dataset is a group of records also known as a group of data.
The data set is corresponding to one or more database tables
for tabular data. Every column of a table is presenting a
particular variable. Here every row is corresponding to a
given record of data set. These records stored in the dataset
are representing information of the entity. The entity is an
object regarding which dataset has been created. There is
the existence of multiple columns also known as an
attribute to represent the feature of an entity. Multiple
similar records with a group of the attribute are stored in the
dataset. In IDS data set is consisting of eighty network
characteristics along with three label characteristics. The
label characteristics are binary, category, and sub-category.
In the dataset, records are stored vertically while attributes
are presented horizontally. Datasets have been considered
as a basic requirement to foster the development of multiple
computational fields. It is providing scope, robustness to
results. Datasets are becoming famous with the advent of
Al, machine learning along deep learning. Then some
portion dataset has been utilized during testing. During
testing, the dataset portion is processed with a network
model to get a confusion matrix. The confusion matrix is
also depending on the dataset.

b) Preprocessing

In the previous phase after selecting the dataset, there is a
need to clean the data, also known as preprocessing. It is
very important to preprocess the dataset before training.
During preprocessing useless attributes that are not playing
any significant role in decision making is eliminated. Also,
it takes care of the missing value. The Shapiro—Wilk [64]
algorithm has been utilized to eliminate such attributes
considering their significance. Data preprocessing is a
process that is performed on raw data before training it.
This algorithm has been utilized to eliminate attributes. The
Shapiro-Wilk algorithm [64] checks regularity of
distribution of occurrences to characteristics& removed
characteristics with less than a .5 ranking score. Thus it is
helping in eliminating attributes utilized in the dataset based
on their ranking score. On the other hand, attributes that are
consisting of common value are also eliminated. The
preprocessing helps in reducing useless attributes to speed

up the training process. Moreover, accuracy is also
increased if attributes with significant characteristics are
kept. The data preprocessing is performing the following
operations .Eliminating attributes with less ranking score
with support of Shapiro wilk algorithm.

¢) Neutral Network Based Ids

It is one of the important fields that deals set up of the
neural network .Neural network models are performing
supervised learning operation. It is building knowledge
from IDS data sets. It is considering the right answer that
has been provided in advance. Networks are then learning
by tuning themselves to detect the right answer by
themselves. These are trying to increase accuracy during
predictions. These neural networks could be utilized to
solve several issues. These issues might be interconnected
to network security like intrusion detection. These issues
may be interconnected to other applications like sales
forecasting, customer research. Other issues are the
validation of data along with the management of risk.

B. LSTM and Its Training Mechanism

The trained network “net” is stored in the system for further
testing. The LSTM has been implemented with two LSTM
layers to produce a trained network. The proposed model is
making use of two LSTM layer along with drop out layer
during a training operation. To perform training 70%
dataset is considered for training and the remaining 30% to
perform the test. Based on feature LSTM dependent neural
is trained. The factors that are influencing the time of
training are batch size. The hidden layers and dropout layers
are playing a significant role in increasing accuracy. After
getting a dataset of IDS the selection of characteristics is
performed to train the dataset. The ratio of training and
testing is set then LSTM1 layer with 12 hidden layers and
LSTM2 layer with 5 hidden layers. Dropout layers are used
to resolve the issue of overfitting then fully connected layer
and softmax layer are applied. Classification operation is
performed to perform decision making to predict intrusion.

C. LSTM layer

In our research, the LSTM mechanism is being considered
to train the network which uses deep learning and it makes
use of feedback interconnection. In the proposed model,
LSTM networks have been wused to perform the
classification of IDS attack with the support of hidden
layers, dropout layers, fully connected, and classification
layers. LSTM mechanism has been used to perform
processing as well as making predictions based on the given
IDS dataset. Different anomalies that are classified by the
trained model. Two LSTM has been used to the model the
IDS & they have been joined consecutively. Each has
different hidden layers i.e. 12 and 5 respectively. These
hidden layers have increased the accuracy but cause the
issue of overfitting. The issue of overfitting arises during
the training of the neural network model. If the training is
continued then the model will adopt idiosyncrasies. These
layers have a learning long-term dependencies. It learns
from different time steps lying in time series along
sequence contents. It performs additive interactions. The
layers are supposed to enhance gradient flow in long
sequences during training.
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Fig. 1: Flowchart of Proposed work to enhance security of trusted model

D. Testing Phase

The testing phase where the accuracy of the trained model
is checked. The sample dataset is taken to test the accuracy
of the model. The network model trained by the previous
dataset is process processed with various datasets to
perform prediction. The testing face presents the reliability
of the model. In the testing phase trained network is
considered is supervised. Then the dataset for testing is
taken. The data considered for testing is then processed with
a trained network to find accuracy, f-score, and precision
considering new test values. For our analysis, let train
model on first 70% of data and test it on remaining 30%.

IV. RESULT AND ANALYSIS

In the proposed work MATLAB (2020 a) has been used as
a simulation tool. MATLAB is used in different sectors of
education such as mathematics, academies. It is mostly
useful in Universities for research purposes. MATLAB
allows the execution of computationally tasks quicker as
compare to other languages. It has several toolboxes such as
image toolbox, Simulink, simscape, etc. Matlab is allowing
performing tasks rapidly. It is performing better than
languages. Other Programming languages allow the user to
perform tasks at a time. On the other hand, MATLAB
offers to work within complete matrices quickly & easily.
In the proposed work the training of the network has been
performed using the IDS dataset. Two LSTM layers have
been used in the proposed simulation environment. The
hidden layers, Batch size parameters are also defined

simulation. The following figure is showing a simulation
environment MATLAB to implement the proposed LSTM
model.

A. Deployment Model

To simulate the deployment model that considers the
training of a dataset that is consisting record related to I1DS.
The model has been used to perform accurate classification
in IDS. Before the training network model, there is a need
for dataset pre-processing. Then data is classified as 70%
for training and 30% for testing. In the proposed deployed
model two LSTM layers are used. 12 hidden layers are used
in the first LSTM layer and 5 hidden layers are used in the
second LSTM layer. However hidden layer has a quality of
retaining the previous value but it also raises a problem
overfitting that network will not be robust and will increase
the loss function, it will make network to be useless when
there is need for new dataset or new values of data thus
there is need of improvement in the network. Classification
layers are used to perform different predictions of different
attacks in IDS. After the training of the network model,
testing is performed on the dataset. 30% of the dataset has
been used for the testing of IDS. Afterward, a confusion
matrix is produced considering predicted and actual value to
get True positive, False positive, True negative, False
negative. The accuracy, precision, recall, f-score is obtained
to get overall accuracy.
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e Performance Parameters

The confusion matrix is produced presenting True positive
(TP), True negative(TN),False positive(FP), False
negative(FN).
True positives: True positive have been considered as
predicted positive data. It is the value of the actual class
that is found true and the result of the predicted class has
been also true.
True negatives: True Negatives have been known as
predicted negative values that are correct. This means the
value of the real class is has been found no and the result
of the predicted class has been also no. False positives
and false negatives, such values are occurring when the
real class result is not matching with the result of the
predicted class.
False positives: It is the case when the real class is no but
the output of the predicted class has been found yes.
False negatives: It is the case where the real class is yes
on the other hand predicted class is saying no. The
parameters utilized for verifying results are accuracy,
precision, recall, and f-score that are discussed below:

e Accuracy

It is considered the most intuitive measurement of
performance. This is known as the proportion of the right
predicted findings to total findings. It is considered that if
the accuracy of the model is high then the model is best.

& Tinrveg Progress (16 Sep 2020 02453

Training Progress (16-Sep-2020 08:45:30)

Acoumoy (%

A JUx ] 8000 0O 1000 12000

Reroton

Accuracy has been considered as a good measure. The
condition is that users should have symmetric datasets. Here
values of false-positive, as well as false negatives, are
mostly equal.
Accuracy (A) = True positive + True Negative/ True
positive + False positive + False negative + True Negative
Precision: It has been considered as a proportion ratio of
right predicted positive results with overall predicted
positive findings.
Precision (P) = True positive / True positive + False
positive
Recall: It is representing sensitivity and is considered as a
proportion of right predicted positive findings to all
findings in real class true.
Recall (R) = True Positive / True Positive + False Negative
F-score: It has been considered as a weighted average of
precision as well as recall. So, the score is considering false
positives and false negatives both. The significance of F-
score is considered more as compare to accuracy.
F-score=2x(RxP)/(R+P)

e Simulation

e Simulation Of Proposed Lstm

The training is one of the important steps in IDS. Gradually
the progress of the model is increasing. The progress
simulation has been the following figure.
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Fig. 2: Progress simulation

e Confusion matrix

After training of the dataset testing module is run then the
confusion matrix is generated. The following confusion

matrix is considering 9 attributes. The true classes are
presented on the y-axis and predicted classes are presented

on the x-axis. With the help of this matrix we can calculate
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different parameters to the efficiency of the system also we
can compare them

0.8

DoS-Synflooding | 10950 7945
—e— Precision in case of previous
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Fig. 3: Confusion Matrix of proposed model 94.00% ——Accuracy in case of
/ previous model
92.00%
B Result —fll—Accuracy in case of
: 90.00% proposed model
Considering the above confusion matrix chart presenting 58.00%
accuracy, precision, recall value, and f-score is generated. y
The accuracy chart in the case of existing work is presented so.00%
below(table 1). 84.00% —_—
1 2 3 4 5 6 7 8
Table 1: Accuracy chart of proposed model (b)
Clas n n(class Accuracy Precision Recall F-
s (truth) ified) Scor 12
[
1 4246 5674 97.5% 0.75 1.0 0.86 1
2 3370 3370 100.0% 1.00 1.0 1.0 : S\; ?
3 | 5177 | 5207 99.9% 0.99 10 | 10 08 Y
——Recall in case of
4 3926 5258 97.7% 0.75 1.0 0.85 06 previous model
5 8127 | 11490 94.1% 0.70 099 | 082 —#—Recallin case of
0.4 proposed model
6 23454 | 17289 89.5% 1.00 074 | 085
7 3744 3756 99.9% 1.00 1.0 1.0 0.2
8 2101 2101 100.00% 1.00 1.0 1.0 0 R
9 5018 5018 100.00% 1.00 1.0 1.0 o2 3 4 5 67 8
(c)
V. COMPARISON IN CASE OF PREVIOUS AND 1.2
PROPOSED WORK 1
The comparison of the proposed work and traditional os M
LSTM model with a single layer is presented below. The 4 et Score in case of
following chart is presenting that the proposed work has 0.6 previous model
more accuracy, precision value, recall value, and F-scores —#—FlScore in case of
. . 0.4 proposed model
value as compare to previous LSTM. The comparison chart
for accuracy in case of previous and proposed is shown 0.2
below: .
1 2 3 4 5 6 7 8
(d)

Fig. 4: Comparison of Proposed and previous in case of
Accuracy, Precision, Recall value, F1 Score

Following chart is presenting comparison of accuracy,
precision, recall and F-score in case of previous and
proposed LSTM model. It has been observed that there is

Innovative Research Publication

20



International Journal of Innovative Research in Computer Science & Technology (IJIRCST)

slight change in recall value but there is significant
difference in Flscore.

100

98

M Existing

M Proposed

Flscore

Precision Recall

Accuracy

Fig. 5: Comparison of Proposed and previous
LSTM model

VI. CONCLUSION

It has been concluded that the proposed IDS model has
increased the security of Trust model. Research has made
comparison among previous and proposed work. Results
are presenting that accuracy of proposed model has been
increased significantly. Accuracy is intuitive measurement
of performance while precision is presenting the proportion
ratio of right predicted positive results. Recall is
representing sensitivity and is considered as a proportion of
right predicted positive findings to all findings in real class
true. F-score is weighted average of precision as well as
recall.

VIl. SCOPE OF RESEARCH

The research would play a significant role in predicting IDS
with high accuracy in order to build trusted model. The
proposed work has provided a scalable and flexible
approach to perform IDS detection considering the training
model. The probability of error would be less while
calculating overall accuracy as the proposed model has
made use of a huge dataset for training and utilized the
LSTM model with multiple layers. Future research could
have the benefit of rapid training from this research.
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