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ABSTRACT-The blockchain technology that underpins
Bitcoin has lately gained a lot of traction. Blockchain is a
decentralized transaction ledger that is immutable.
Blockchain applications are emerging in a variety of fields,
including financial services, reputation systems, and the
Internet of Things (loT), among others. Nonetheless,
concerns with blockchain knowledge, like as security or
scalability, have yet to be solved. Bitcoin can only process
7 transactions per second, making it unsuitable for high-
frequency trading. Larger blocks, on the other hand, imply
more storage capacity and less network transfer. Because
fewer individuals desire to own such a large blockchain,
this will ultimately lead to centralization. This article
provides a comprehensive description of blockchain
technology. The researcher first provides an overview of
blockchain architecture and then compares many commonly
utilized consensus algorithms in different blockchains. A
brief summary of technical difficulties and current advances
is also included. They also highlight possible future
blockchain developments.
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l. INTRODUCTION

Bitcoin has become a buzzword in both business and
academia. One of the most widely used cryptocurrencies is
Bitcoin. In 2015, it had a net worth market of $9 billion,
after which it was a great success. The Bitcoin network
sends bitcoins by displaying messages that are digitally
signed by all parties involved, and the Bitcoin core
technology creates databases using a specifically built data
storage architecture. All conversations are stored in the
block slope, thus blockchain may be regarded a community
database. As additional blocks are added to the chain, it
continues to grow. Asymmetric encryption and global
consensus methods have been implemented for device
protection and header compatibility. Decentralization,
durability, transparency, and auditability are all important
features of blockchain  technology. With these

characteristics, blockchain may save money and increase
efficiency. Block chain, such as intangible assets,
remittances, and electronic payments, may be used for
different financial services since payments may be made
without the need of a bank or other middleman[1].

Smart contracts, public utilities, information and
communication technologies, security systems, and
reputation systems are only some of the applications. These
are some of the block chain's application areas. There are
many features of block chain that set it apart from other
kinds of money, including the fact that it is decentralized,
meaning that power is dispersed rather than centralized.
Every user on the blockchain has the potential to become a
payment processor for the network. Furthermore, once a
transaction has been recorded on a blockchain, it cannot be
changed. Customers will be drawn to businesses that have a
high level of trustworthiness and authenticity. Blockchain,
on the other hand, is distributed, allowing for the avoidance
of a single point of failure[2]. When it comes to intelligent
agreements, that once blockchain contract is in place,
miners may automatically complete the contract. Larger
blocks, on the other hand, imply more storage capacity and
less network transfer. As a result, balancing the size of
blocks with defense was a tough task. Another issue that
was identified was that miners may earn more than their fair
share of money by using an arrogant mining technique.
Miners are covering their mined blocks ahead of time in
order to earn more money. Although this technique is
popular, twigs may take up residence, preventing the
development of blockchain. As a result, some remedies to
this issue must be suggested. In reality, it has been shown
that in blockchain applications, data protection leakage
occurs exclusively with the public and private keys. In
contrast, existing consensus methods, such as function or
stake confirmation, have significant flaws. For example,
research data consumes too much energy, while evidence of
a consensus process shows that the rich are becoming
poorer. A lot of literature has been written on block chain,
including blogs, wikis, web updates, journal papers, and
conference proceedings[3]. On decentralized digital
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currencies like Bitcoin, scientists conducted a scientific
analysis. The paper, on the other hand, concentrated on
digital currencies based on block chain technology. A
blockchain technical study was released by Nomura
Research Institute[4]. The remaining tabloids are ordered as
follows. Part 2 delves further into the blockchain idea. In
Section 11l, we'll look at some of the most popular
consensus algorithms utilized in blockchain. Section IV
discusses the technical competitors and current advances in
this area. Section V discusses future options, while the last
section covers the whole block chain technology[5].

A. The Architecture of the Blockchain

Similar to conventional community records, blockchain is a

block sequence or a digital spreadsheet providing complete

information about company activities. A hash is generated

after each transaction. The hash is determined by both the

current and previous transactions. Because the sequence of

the transactions is so critical, even a little modification will

result in a different hash. Nodes keep a careful eye on the

hash, and if there isn't any change, the transaction is

approved. The blocks relate to one another, forming a block

chain. The parent-less genesis block, which depicts the

internal blockchain in full, is the first block of a

blockchain[6].

e A block is made up of two parts: a header and a body.
The block header, in particular.

e Block type: defines which validation rules should be
applied to specific blocks.

o  Merkle tree's root hash: the block hash in the chain of
all transactions.

e Time stamp: current time in universal time as seconds
after January 1st, 1970.

e Nonce: a four-byte region that typically starts at zero
and grows with each hash estimate.

e The hash parent block: a 256-bit hash algorithm
referring to the final row.

A transfer tracker makes up the network body. The total
number of transactions including a component varies
depending on the size and complexity of the package.
Asymmetric  cryptography techniques are used by
Blockchain to wvalidate transaction authenticity. The
cryptographic signature based on asymmetric encryption is
employed in an untrustworthy environment. Following that,
we'll have a look at the digital signature.

B. Signature on a Computer

Every user receives a set of private and public keys. The
private key is used to guarantee the security of transactions
when they are signed. Digital transactions that have been
signed are disseminated throughout the network. The
signing stage and the testing stage are the two stages of a
typical digital signature. For example, one Alice user may
want to send a message to another Alice user[7].

During the signing procedure, Alice encrypts the database
using a private key and delivers the authenticated document
and information to Bob.

During the authentication procedure, Bob verifies the
principles using Alice's public key. As a result, Bob can
quickly determine if the data has been damaged. The
elliptical curve of the digital signature is the digital
signature algorithm used in blockchains (ECDSA).

C. Characteristics of the Blockchain

In a nutshell, the following are the main features of

blockchain:

a) Decentralization: In  conventional  centralized
transaction systems, each transaction must be verified
by a central trustworthy agency, resulting in high
server costs and performance problems. In contrast to
centralized mode, blockchain does not need a third
party. Blockchain uses consensus methods to make the
decentralized system stable.

b) Consistency: Connections can be readily verified, and
sensible miners would refuse to accept fraudulent
transactions. In the blockchain, deleting or rolling back
transactions is almost impossible. Missing transaction
blocks may be found in a matter of seconds.

c) Anonymity: Each user may interact with a blockchain
discourse without revealing his or her true identity. It's
worth noting that, owing to its inherent limitations,
blockchain can't offer complete privacy protection.

d) Accountability: The Bitcoinblockchain stores customer
balance data using a Model UTXO, which means that
each transaction includes a number of unused
transactions that must be indexed. The status of such
unspent transactions is changed from incomplete to
expendable when they are recorded in the blockchain.
As a result, transactions can be readily tracked and
verified.

D. Taxonomy of Blockchain Schemes

Private ledger, public blockchain, and blockchain
consortium are the three types of blockchain networks now
in use. The growing record is open to the public, and
anybody with access to the public blockchain may
participate in the consensus process. In a network
blockchain, only a set of pre-selected nodes will be utilized,
among other things. Only specified nodes from a single
organization may participate in the consensus process for
private blockchains. A core network is created when a
company controls a private blockchainentirely[8,9].

a) Consensus Determination: In a public blockchain, each
node may participate in the consensus process.
Furthermore, only a few nodes are interested in
verifying the consortium blockchain. In terms of the
personal chain, it is completely controlled by one
organization and the organization.

b) Immutability: Because data is kept on a large number
of members, it is almost impossible to abuse
transactions in a shared ledger. Transactions inside a
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consortium blockchain or private blockchain, on the
other hand, may be readily manipulated due to the
restricted number of members.

c) Efficiency: Because the public blockchain network
includes a large number of nodes, transactions and
blocks may be spread out across time. As a result,
transaction output is restricted, and latency is
significant. With consortium blockchain, there will be
fewer validators and the system will be more well-
organized.

d) Centralized: The primary distinction between the three
kinds is that the public, blockchain, and private
blockchains are all decentralized, with the blockchain
community acting as a partly centralized layer.

e) Consensus Process: Anyone in the globe may
participate in the public blockchain verification phase.
Both the private blockchain and the blockchain
consortium are acceptable in contrast to public
blockchain. Many people and active groups may be
drawn to public blockchain since it is accessible to the
whole globe. Every day, more public blocks emerge.
Day after day, after day. In terms of the blockchain
consortium, this may be utilized in a variety of
business applications. The consortium's blockchain
applications are presently being developed by Hyper
ledger. Ethereum also provides tools for creating
consortium blockchains.

E. Algorithms for Achieving Consensus

As a transformation to the Byzantine general (BG) issue,
blockchain demonstrates how to reach consensus among
untrusted nodes. In the BG problem, a group of generals
controlling a portion of the Byzantine army is circling the
city. Those generals would rather assault than retreat.
Nonetheless, the assault would fail if just one of the
generals attacked the region. As a result, a consensus on
whether to assault or withdraw must be established. In a
dispersed context, reaching agreement is difficult. Because
of the network implementation, bitcoin has an issue. There
is no central blockchain node that guarantees dispersed
network leaders are all equal. To maintain reliable ledgers,
further protocols are needed at different nodes. This article
now presents several typical methods to reaching agreement
in blockchain[10].

F. Consensus-building Techniques

PoW is a consensus solution in the Bitcoin network. In a
decentralized network, someone must be chosen to keep
track of the transactions. The best method is to pick at
random. Random selection, on the other hand, is vulnerable
to assaults. It will take a lot of study to show that if a node
attempts to create a chain of transactions, it is unlikely to
attack the network. A computer is usually used to calculate
the function. The hash value of the block header is
calculated by that Pow network node. The block header
contains a nonce, and minerals alter the nonce to get

various Hash values. The measured value is equal to or
higher than a particular quantity, according to consensus.
When a node exceeds the goal value, the block is
transmitted to other nodes, and the hash value's validity is
shared. Other miners add this new block to their
blockchains after the construction is confirmed. Miners are
nodes that measure hash values, as well as Bitcoin mining
is known as the PoW technique. When multiple nodes
nearly simultaneously discover the same nonce in a
decentralized network, legitimate blocks may be generated
at the same time. This may result in the formation of
branches. Two competing forks, on the other hand, are
unlikely to produce the nextblock at the same time. In the
PoW protocol, a chain that becomes longer will be deemed
genuine. Consider two forks created by validating blocks
U4 and B4 at the same time. Miners continue to mine their
blocks until a longer branch is discovered. Some Pow
protocols have been created to minimize the loss while
working with side apps. For example, Primecoin searches
for unique prime number chains for use in mathematics.
PoSis an alternative to Pow in terms of energy
conservation. The PoS miners must provide proof of money
ownership. People with more currencies would be less
likely to be targeted by the network. The account balance
was chosen incorrectly, since the strongest individual in the
network is supposed to be the richest. As a consequence,
various techniques for determining which block should be
forged using the stake dimensions together have been
suggested. Black Coin, in particular, forecasts randomness
for the following generator. The formula compares the
stake size to the lowest hash value.

Age-based selection is supported by Peercoin. In peercoin,
the following block is more likely to be infected by older
and bigger currencies. PoSsaves more energy and is more
powerful than PoW. Unfortunately, since mining expenses
are so low, assaults may be the result. Most blockchains
start with PoW and eventually move to PoS. For example,
Ethereum is intending to transition from Ethash (Pow) to
Casper (PoS). The PBFT method is used to replicate
Byzantine defect tolerances. Because PBFT can tolerate up
to 1/2 byzantine copies of harmful information, the Hyper
Ledger Fabric PBFT algorithm is utilized. In the shape of a
circle, a new block has been constructed. Each round, a
primary is chosen based on a set of criteria. It is critical that
the transaction be completed in the correct sequence.

The whole cycle may be broken down into three stages:
preparation, preparation, and dedication. If two-thirds of all
nodes vote in favor of a node, it advances to the next stage.
As a result, every network node's knowledge is included in
PBFT. A Stellar Consensus Protocol (SCP), such as PBFT,
is often used for a Byzantine agreement. Through PBFT,
the node must look for more nodes, and SCP requires
participants to identify the communities of other
participants on whom they may depend. On the basis of
PBFT, the dBFT (delegated Byzantine tolerance for faults)
was developed. Delegated Stakeholder Proof (dBFT)
records transactions in several eligible nodes (DPOS).
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PoSand DPOS vary in terms of democracy, with DPOS
serving as a democratic representative. Stakeholders choose
their leaders for block building and validation. The block
may be examined and verified rapidly using somewhat
lower nodes for network validation. People, on the other
hand, do not have to consider the corrupt members since
they may just opt out. The backbone is Bitshares' DPOS.

Ripple is a consensus method that employs trustworthy

subnets across the network. Participating servers and money

transfer consumers are the two kinds of network nodes. A

unique node list exists for each application (UNL). For the

server, UNL is crucial. If a transaction is to be put into the
header, the server will check for UNL nodes so if the
agreements reached 80%, the transaction will be packed
into the leader. As long as the proportion of defective nodes
in UNL is less than 20%, the header is correct for a node.

The Byzantine consensus algorithm is the mint. In a circle,

a new block is being created. This round, a proponent was

selected to broadcast an unknown block. Its canister may be

divided into three stages:

. Prevotestep: The authenticate must determine whether
or not to broadcast a preview of the proposed block.

e  Precommit step: If more than 2/3 of the predictions
for the proposed segment have been achieved, the
node will broadcast a precommit. If the node receives
more than 2/3 pre-commits, the commit procedure
begins.

The node verifies the block and sends a commit in the third
step. When 2/3 of the transfers have been received by the
nodes, the block will be authorized. Nodes must obtain
validators for their currencies in contrast to PBFT. If a
validator is dishonest, they will be disciplined.

G. Recent advancements and challenges

While blockchain has a lot of promise, it seems to be used to solve
a lot of issues. They claim that Blockchain sustainability is
spherical, with a steady increase in trade volume. usage, as well as
current advancements in this area With the growing number of
trades on a blockchain, scalability becomes a problem. Because it
must check whether or not the source of the transaction is unused,
every node must record all transactions for blockchain
authentication. Because of the initial limitation of block size and
time period required to create a new block, the blockchainBitcoin
can now only process transactions per second, which does not
meet the demand of performing millions of activities in real time.
Because the blocks' capacity is so limited, many tiny transactions
may be delayed because miners favor high transaction fees. The
scalability issue in blockchain may be handled in a variety of
ways, but they can be divided into two categories:

e  Blockchain stowage optimization: As it becomes simpler for
a node to execute a full copy of the ledger, Bruce suggested a
new blockchain software that ignores (or excludes) the
network’s current transaction history. The balance of every
non-empty addresses is kept in a data base the account tree. A
lightweight customer may also address this issue. A new
method called VerSum was suggested as another way to
enable lightweight customers to exist. VerSum enables light
consumers to provide large inputs with expensive

estimations. By comparing the data of several servers, it
ensures that the findings are correct.

e Asuggestion has been made to create Bitcoin-NG, which will
reshape the blockchain. The primary concept behind Bitcoin-
NG is to split conservative blocks into two parts: a key block
for leadership contest as well as a micro block for stocking
transactions. Epoches were created as a result of this
protocol. In each era, miners must muddle to create a main
block. When the main hunk is still being created, the node is
in charge of producing microblocks. Bitcoin-NG has
additionally extended a chain approach for microBlocks that
has the heaviest (longest) weight. This changes the way
blockchain works and resolves the link between information
security and block size.

Il.  DISCUSSION

The Bitcoin-underpinning blockchain technology has
recently acquired a lot of momentum. Blockchain is an
immutable decentralized transaction ledger. Financial
services, reputation systems, and the Internet of Things
(1oT) are among the areas where blockchain applications
are gaining traction. Concerns with blockchain knowledge,
like as security and scalability, have yet to be addressed.
Bitcoin is unsuited for high-frequency trading since it can
only handle 7 transactions per second. Larger blocks, on the
other hand, mean greater storage and less network traffic.
The purpose of this article is to provide an overview of
blockchain technology. This article begins by providing an
overview of blockchain technology and its primary
purposes. Instead, the conventional blockchain consensus
techniques are discussed in this article. In a number of
methods, these approaches have been explored and
contrasted. The article also discusses some of the
difficulties and issues that may impede blockchain
adoption, as well as some of the current solutions. In
addition, there are suggestions for future paths. Blockchain
contributions are becoming more frequent, and academics
are intending to investigate blockchain-based applications
in depth in the future.

I11.  CONCLUSION

With its core characteristics of persistency, decentralization,
auditability, and anonymity, Blockchain has the potential to
revolutionize conventional industries. A blockchain is a
distributed ledger in which all transactions are recorded in a
block list. As additional blocks are added, the cable
continues to grow. Asymmetric encryption and global
consensus methods have been implemented for device
protection and header compatibility. This paper provides an
overview of blockchain technology. First, this article
provides an overview of blockchain technology and its
main functions. Instead, this article discusses the standard
blockchain consensus methods. These techniques have been
investigated and compared in a variety of ways. In addition,
the article addresses the challenges and problems that may
stymie blockchain adoption, as well as some of the existing
solutions. There are also recommendations for future
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directions. Blockchain contributions are becoming more
common, and researchers are planning to do an extensive
future study on blockchain-based applications.
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