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ABSTRACT- The proposed work introduces an image 

steganography technique using text-based password that 

acts as the symmetric key of encryption and decryption. It 

contains two components, an encoder, and a decoder. An 
encoder takes a secret image that needs to be hidden 

inside another cover image. The Combined image is 

encrypted with an eight characters’ password. The 

starting position of the cover image from where the secret 

image starts to hide depends on the password. Then the 

(Least Significant Bit) LSB Substitution technique is used 

to hide the entire secret image inside the cover image. 

The decoder takes the encrypted image and the password 

to retrieve the secret image back. The proposed work 

produces an encrypted image by keeping 99% 

information of the cover image and 100% information of 

the secret image, thus it provides lossless retrieval of the 
secret image. The proposed work includes dynamicity of 

position in steganography that ensures more security of 

image data over the network than the existing state of art 

methods. 

KEYWORDS- Cryptography, Steganography, Least 

Significant Bit Substitution, Image Hiding.  

I. INTRODUCTION 

In the field of network security, cryptography and 

steganography are two main techniques that are generally 

used in two different situations. Whenever it is necessary 

that the meaning of the secret message must not become 

understandable or interpretable by others we use 
cryptography, but if we try to hide the existence of the 

secret image from the public in the way of transmitting 

then we use steganography.[1]  Steganography can be 

defined as a technique that helps to hide data behind 

another media so that any changes in the original media 

cannot be detectable by any eavesdropper.[2] The original 

media file can be anything like text, image, audio, or 

video files and also the secret message can be any kind of 

multimedia file. The original media file in which we want 

to hide our secret message is called the cover file and the 

message that needs to be hidden from the outside world is  

 

termed the secret file. [3] Types of steganography exist 

according to the types of cover files as text steganography 

uses a text cover file, image steganography uses an image 

cover file, and audio steganography uses any type of 

audio file as a cover file, etc. [4] There exist a number of 

algorithms in the field of image steganography. The most 

famous algorithm is the Least Significant Bit (LSB) 

substitution. In this technique, every bit of the secret 

message is populated to the Least Significant Bit of the 
cover file [5]. But one problem with this technique is that 

once an eavesdropper becomes successful to intercept the 

embedded file it is easy to trace out the whole secret 

message [6]. There are other techniques that proved to be 

useful in image steganography. Emam et al.[7] proposed 

a steganography method where the secret message is 

hidden in the random location of the cover image using a 

Pseudo Random Number Generator.[7] However, some 

Pseudo Random Number Generators may suffer from 

improper implementation and also issues with 

backdoors.[8] Swain proposed a steganography method 
that divides the image into non-overlapping blocks and 

used the LSB substitution technique and pixel value 

differencing technique.[9] All these techniques mainly 

focused on the cover and the secret image and 

manipulated them. However, our proposed technique 

mainly focuses on the password that will be a user input 

and depending on the nature of the password the 

steganography process will be done. The proposed work 

finally results very less degradation of cover image with a 

more secure technique of steganography.  

II. METHODOLOGY 

A.  Password to Key Mapping 

To hide a color image (secret image) into another color 

image (cover image), at first, we have to decide the 

location of the cover image from where the hiding of the 
secret image gets started. This is done with the help of a 

password of 8 characters. As well as here we use the 

same password of 8 characters for recovering the hidden 

image. For this, at first, we convert the characters of the 
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password into their corresponding ASCII values, and then 

the ASCII values of the characters of the password are 

converted into 8-bit binary numbers (show in figure 1). 

 

Figure 1: Mapping of Characters to Ascii Value in a Password 

An 8-bit binary representation of each character of a 
password is used to construct a binary matrix by 

arranging the binary value of a character of the password 

in a row and the next row of the matrix is the binary value 

of the next character of the password and so on. In this 

way, we construct a binary matrix of order 8 X 8(show in 

figure 2). 

After that, we take the main diagonal (1st diagonal) 

which is from the top left to bottom right, and we take the 

anti-diagonal (2nd diagonal) from top right to bottom left. 

The decimal values equivalent to the binary numbers 

contained in the 1st and 2nd diagonals are considered as 
the starting row number and column number of the cover 

image respectively from where the secret image starts to 

hide. 

B. Steganography Process 

After finding the starting position of hiding the secret 

image in the cover image, split each pixel of the secret 

image and cover image into R, G, and B colors. Represent 

each of the values of R, G, and B color into a binary 

number. Here each LSB position of a pixel value of the 

cover image is substituted by the pixel value of the secret 
image. For substitution R, G, and B color value of the 

cover image is substituted by the R, G, and B color value 

of the secret image. So, 8-bit of a pixel of the secret 

image is substituted to the LSB position of 8 consecutive 

pixels of the cover image. The following figure 4. 

illustrates this procedure. 

 

Figure 1: Formation of 8 × 8 binary matrix 

C. Difference Image 

The Difference image is calculated for the demonstration 

of the quality of the proposed encryption process. It 
represents the closeness of the Cover image and the 

Encrypted image. Let the cover image is c and the 

combined image or encrypted image is c’. Then the 

Difference image d can be defined as, 

dijk = {cijk- cijk’: i ∈ [0, w), j ∈ [0, h) and k ∈ {R, G, 

B}} Where w is the width of the cover image and h is the 

height of the cover image. 

Each pixel of the Difference image consists of subtraction 

of pixel values at ith row and jth column of the 

corresponding cover and combined image where 0≤i<w 

and 0≤j<h of k channel. 
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Figure 3: Formation of Key  

 

Figure 4: Illustration of the steganography proces

D. Pseudocode of The Proposed Method 
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III.     EXPERIMENTAL RESULTS 

The proposed method is tested on multiple Cover and 

Secret images with different set of Passwords. For each 

set samples, difference images and histograms are 

calculated to justify the quality of the proposed 

encryption technique

 
 

 

 
 
 

 
 

Difference Image 
Resolution:3456 x 5184 
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Histograms: Test Set-II 

 
(a) 

 
(b) 

  
(c) 

 
(d) 
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(e) 

Figure 5: RGB Histogram of the a. Cover Image, b. 

Secret Image, c. Combined Image, d. Recovered Image, 

e. Difference Image 

IV. DISCUSSIONS 

From each of the output set it can easily be inferred that 

the degradation of original cover file is very less as the 

histogram of each degraded image shows that pixel 

intensity of all the pixels in all three channels remains 

near about zero. That is the actual beauty of LSB 

substitution technique. Also, from the stego image it is 

also very much difficult from where the encryption of the 

secret image has started. The role of the password here is 

very crucial as the encryption technique completely 
depend upon the password. It becomes very much 

difficult to trace out the decimal equivalent of the main 

and the anti-diagonal elements of characters of the 

password. Thus, our proposed work provides much more 

security to the secret message and it also ensures 

encryption with a very little degradation in cover media 

file as here we use LSB substitution technique. 

V. CONCLUSION 

Here we show a new method to hide a secret image into a 
cover image using a manual password that decides the 

location from where the secret image gets started to hide. 

The use of LSB substitution technique makes this method 

more effective as it ensures less quality degradation in 

cover media file. In future, we can use this kind of 

methodology in almost every kind of steganography 

techniques like text steganography, audio steganography, 

video steganography etc. Also we can try techniques 

other than LSB substitution so that more difficulty arises 

at the time of decryption and it may become much more 

secure method. 
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